An ad hoc network must operate independent of a preestablished or centralized network management infrastructure, while still providing administrative services needed to support applications. Address allocation, name resolution, service location, authentication, and access control policies represent just some of the functionality that must be supported -without preconfiguration or centralized services. In order to solve these problems, it is necessary to leverage some aspect of the environment in which the network operates. We introduce the notion of a spontaneous network, created when a group of people come together for some collaborative activity. In this case, we can use the human interactions associated with the activity in order to establish a basic service and security infrastructure. We structure our discussion around a practical real-world scenario illustrating the use of such a network, identifying the key challenges involved and some of the techniques that can be used to address them.
INTRODUCTION
Broadly defined, a mobile ad hoc network is a group of wireless nodes that cooperatively form a network that operates without the support of any fixed infrastructure. Such networks have been proposed for a wide variety of goals: data collection in sensor arrays; providing a communication infrastructure in hostile or disaster-stricken areas; forming the basis of a pervasive computing infrastructure where everything is always connected. Ad hoc networking presents two distinct challenges.
First, the network must operate independent of an access point infrastructure, even though the connectivity among nodes changes rapidly and unpredictably. Connectivity over a larger area is obtained using various ad hoc routing techniques: each node communicates directly with nodes within wireless range and indirectly with all other destinations using a dynamically determined multihop path via other nodes in the network. Routing protocols for use in this demanding environment have been the subject of a great deal of research [1, 2] .
Second, the network must operate independent of a preestablished or centralized network management infrastructure, while still providing administrative services needed to support applications.
In an infrastructure network, address allocation and name assignment are handled by a central authority on a global scale and properly configured automated services within an administrative domain. Alternative techniques must be used in an ad hoc environment.
Basic network services such as name resolution, file system management, and mail and Web services are centrally administered. Many general-purpose applications are also server-based, and must be initialized and configured for each organization's environment by specifying resources and enforcing its security policies. These tasks are performed by human administrators and carefully configured automated network management tools.
In an ad hoc environment these services cannot be centralized, because the network population and topology are not known in advance. Nor can they be preconfigured, since much of the configuration will not be determined until the network is instantiated and may need frequent updating due to the unpredictable nature of the network. Nodes may need to cooperate to provide functionality such as group communication, replicated object storage, caching, and remote object invocation.
In the fixed network, security depends on encryption keys, certificates, and authorization information stored in trusted repositories, both local and global. Other security mechanisms depend on firewalls, which block traffic from outside an organization's administrative domain.
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support key distribution for encrypting traffic in the wireless media, and authentication of users and devices in the absence of a global identity database. Once it is possible to identify network participants, users must adapt authorization and access control policies in response to the changing network population. Firewall-based security is not applicable in this context because there is no administrative domain for which to distinguish inside and outside.
Addressing this second challenge is essential to realizing the potential of ad hoc networking. Consider an ad hoc network that acts as a substitute for a wireless communication infrastructure in a militarily hostile or disaster-stricken area. In this case, service location services such as "contact medical support" are particularly important. Additional complexity comes from the fact that network participants may originate from different administrative domains (e.g., relief organizations); and in the field, not only network connectivity, but also service availability, security policy, and a host of parameters will change frequently and unpredictably. Clearly, the ability to route traffic from one node to another is not sufficient to obtain useful results. Despite its importance, the problem of administration and configuration in an ad hoc network has received little attention.
Solving this problem requires addressing many hard issues, not least of which is the diversity of application scenarios and requirements. The exact administrative functionality needed depends on the nature of the network and the applications it will support. For example, preconfigured hardware may suffice for the simplest and most specialized networks.
It is not possible to generate somethingespecially sophisticated configuration information -from nothing. It is necessary to leverage some aspect of the network, whether some property of the devices, the applications intended to run in it, or the behavior of the participating users, in order to develop a mechanism for establishing its administrative infrastructure. Taking this application-oriented approach, we have chosen as our starting point the configuration requirements posed by a network created when a group of people use a collaborative application. In this situation, the human interactions that take place in the context of such an application can be leveraged to create the necessary configuration infrastructure. We call such a network a spontaneous network.
The article is organized as follows. We motivate the notion of spontaneous networking. We challenge and discuss five fundamental challenges in ad hoc and spontaneous networking. We present an extended example of a collaborative application operating in such an environment and discuss key enabling technologies. Finally, we present conclusions.
SPONTANEOUS NETWORKING
We have chosen to focus on a small, but practically relevant, subset of the ad hoc networking space. We are developing techniques for ad hoc networks that are created when a group of people come together and use wireless computing devices for some computer-based collaborative activity (Fig. 1) . We call these networks spontaneous networks. Users do not need to identify all the (human and computational) participants or administratively configure their computers in advance, while still connected to their home networks. Nor are they constrained by the availability or affordability of a pervasive wireless infrastructure or the need for reliable access to their home networks or other infrastructure via the global Internet. Applications such as interactive presentations, collaborative editing, shared whiteboards, and games are ideal candidates for operation in such an environment.
A spontaneous network reflects intentional interactions among users who have chosen to collaborate for some purpose. It is this intentionality that can be leveraged in order to create an ordered method for initializing the network configuration.
By their nature, spontaneous networks have a limited extent in both space and time. They comprise powerful host machines, such as laptop computers or emerging high-end personal digital assistants (PDAs) and mobile phones. The nodes are connected using a variety of wireless technologies, such as IEEE 802.11, infrared (IR), or Bluetooth, meaning that bridging between heterogenous interfaces will be an important part of multihop routing. Although the population and topology of a spontaneous network are unpredictable and dynamic, it is expected that significant changes will be relatively infrequent over the lifetime of the network.
Because wireless connectivity is based on physical proximity, it reflects the way humans interact. People who are near each other can communicate, exchange things with each other, and ask people to relay information to others. In particular, authentication and trust can be based on "first-person" interaction, rather than relying on remote centralized administrative services. In addition, collaborative applications are intended to reflect users' interactions, making their basic structure and human-computer interface suitable for use in an ad hoc environment. Our goal is to empower users to create computer networks with the same ease, flexibility, and spontaneity as the human interactions they are intended to facilitate. The ability for users from different organizations to meet anywhere, open their laptops, and begin working together -simply and securely -has wide-reaching practical value. To achieve this, we attempt to leverage human interactions to create the needed shared context.
FIVE CHALLENGES
In this section we summarize five key challenges posed by the spontaneous networking environment. Each reflects some way in which a spontaneous network differs from other well-known infrastructure or mobile computing environments.
NETWORK BOUNDARIES ARE POORLY DEFINED
In a conventional wired or wireless network, "coming up on a network" simply means enabling the network interface and connecting to (and possibly authenticating with) the networking infrastructure. This well defined step is expected to put the node into (reasonably reliable) contact with all necessary services. In a wireless ad hoc network, there is no natural equivalent: the network may experience arbitrary partitions and merges.
THE NETWORK IS NOT PLANNED
Conventional networks are not built on an ad hoc basis: their design is part of the art and science of system administration. Logical and administrative boundaries suggest where services should be hosted and replicated.
In infrastructure networks, firewalls are often used to create security boundaries. The ad hoc networking environment highlights the inadequacy of such a model. A node must create a network infrastructure in cooperation with untrusted partners: it cannot define a (nontrivial) boundary inside which it accepts and outside which it filters. This suggests that both ACL-based security and simple and intuitive methods for manipulating ACLs will be of great importance.
HOSTS ARE NOT PRECONFIGURED
It should be possible to create an ad hoc network anytime, anywhere, and with any participants. This severely limits the amount of administrative or configuration information that can be preconfigured on a node.
Information such as the NAIs 1 or user principals of the participants, the host names and addresses of the nodes, and available services and the nodes where they are hosted cannot be predetermined. Therefore, nodes and services cannot be preconfigured with this information. This has especially important implications for security, which usually relies on availability of a trusted key management infrastructure.
THERE ARE NO CENTRAL SERVERS
Servers are problematic because nodes that become partitioned from the server must agree to either promote a backup server or reinitialize the service. If two partitions merge, the servers in each partition may need to synchronize their state. The exact nature of this synchronization is service-dependent. This is not the same as operating while disconnected from a home infrastructure. Within an ad hoc network, there is no well defined primary version of an object to which all modifications must eventually be committed. In fact, users can be disconnected from their home infrastructure and operating in a spontaneous networking environment at the same time:
• Consider a user who has files cached on her laptop (e.g., Coda [4] ) before disconnecting from her home infrastructure to attend a conference. She participates in a number of collaborative editing sessions operating in a spontaneous networking environment. When the various authors return home, they independently reintegrate the documents into their home infrastructures.
• Consider a user who wishes to send mail to a colleague who is also part of the spontaneous network. He may attempt to send it via the spontaneous network before queuing it to send via the infrastructure network.
USERS ARE NOT EXPERTS
Operation must be intuitive to nontechnical users. Users are notoriously bad at configuration, especially in an environment that poses complex security issues. Therefore, it is important to minimize the inexpert user's exposure to the administrative infrastructure and make necessary activities as intuitive as possible. Many of these challenges are also seen in the area of pervasive or ubiquitous computing [5] . A ubiquitous computing environment is a pervasive computing infrastructure in which people interact seamlessly with the many devices surrounding them. Although such an environment has many dynamic elements, work in this area often assumes a fixed infrastructure for purposes such as authentication, configuration, or even attempting to anticipate the user's needs or actions based on previous history.
AN EXAMPLE
In this section we describe a scenario that illustrates the practical value of spontaneous networking as defined here. It will also highlight the challenges that need to be solved in order to implement spontaneous networking.
At Home
Ms home, allowing her to work from anywhere in the home and possibly also to control household appliances such as her VCR. The wireless LAN is connected to the Internet with a fixed highspeed connection. When she accesses her corporate account, she is connected to a virtual private network (VPN) maintained by Acme, Inc. The relevant security associations have been established previously between Ms. Spont, the service provider, and Acme Inc. Network services such as interface configuration also depend on the administrative infrastructure of these organizations, although Ms. Spont need not be aware of these issues. This is not spontaneous networking.
Coming to the Meeting

Ms. Spont arrives at Partner, Inc. for the project meeting. She is early, and the rest of the project members have not yet arrived. While she waits, she uses her laptop to read this morning's e-mail.
Ms. Spont is not permitted to access the wireless LAN at Partner, Inc., because she is not an employee. Ms. Spont's General Packet Radio Service (GPRS) mobile phone provides the Internet access necessary to access her mailbox at Acme Inc. This is also not spontaneous networking. Ms. Spont, or more specifically her GPRS phone hardware, is an established customer of her GPRS service provider. There is infrastructure support for interface configuration to allow her to authenticate herself to her employer's network, and, of course, for her account to be billed.
Setting Up a Secure Association
After The session key is essential in the creation of a private network. The key is sent in clear text, once per receiving unit, using short-range IR communication. Because IR does not travel through walls, no one outside the meeting room can overhear the secret session key. Once distributed, this session key can be used to secure RF communication.
While this mechanism is clearly not suitable for highly sensitive data, it conforms to most people's intuition: a closed room is a reasonably private setting. It also correlates a human interaction -exchanging business cards -with access to the data exchanged during the meeting.
Note especially that no infrastructure or preconfiguration of any kind is used in the establishment of this spontaneous VPN. The participating nodes collectively perform address allocation, and establish a name database.
The project members' equipment does not need further authentication from any outside infrastructure. The human identification of the persons together with their equipment and the session key is sufficient to establish the secure association. It does not really matter what computer is present at the meeting. Ms. Spont can use any computer or PDA she has brought as long as she gives it the key she obtained earlier.
Sharing Documents
The project team uses a collaborative application which allows the participants to both look at and edit specific shared files.
Collaborative applications have been the subject of research and commercial development for many years. In the case of a spontaneous network, the network must detect and respond to changes in connectivity and service availability. It is also necessary to provide facilities such that applications can be informed of and respond to such events.
Moreover, if the hosts have been configured to share documents in a "safe" (i.e., firewalled) environment, they may be inappropriately configured for the spontaneous network.
Network Partition and Merge
During the meeting, the project team is divided into two groups. One group moves to another meeting room. The two groups lose wireless connectivity with each other, but continue to work on the shared documents.
The people who move may suspend their laptops while moving to the other room. When the laptops are resumed, they have no information about the state of the spontaneous network, or even whether they are still part of the same spontaneous network or have resumed in an entirely different context. The collaborative application must be able to handle multiple replicas in the partitioned network in order to recover the state of the group prior to partition.
One more person, Ms. Late, joins the group in the original meeting room where Mr. Host is. He exchanges electronic business cards with her, transferring the secret session key, which includes her in the spontaneous VPN for the meeting.
Note that Ms. Late joins the group while the network is partitioned. Duplicate address detection can thus only reliably be done within the local partition. There could be more members joining in the other partition unknown to the nodes in the local partition.
When the team gets back to the meeting room, the two partitions of the spontaneous VPN merge. The collaborative application reconciles the document replicas the groups have independently edited.
Ms. Late's equipment can now for the first time communicate with the whole network. Duplicate addresses and naming conflicts are issues. It is necessary to synchronize both the state of various network services and the objects maintained by the application. Naturally, the collaborative application may need manual intervention to be able to reconcile the documents. 
ENABLING TECHNOLOGIES
It is not necessary to invent completely new technology for realizing spontaneous networks; there are existent or emerging technologies that can be used. This also has the advantage of making the interconnection between infrastructure and spontaneous networks easier. We will review these technologies and try to explain how they fit in the larger picture, noting how they address some of the challenges discussed earlier, as well as their current limitations for use in ad hoc networks.
AUTOMATIC/DYNAMIC CONFIGURATION
Since the spontaneous network cannot rely on any central servers or preconfiguration and has to handle dynamic network topologies, common ways of handling address assignment such as DHCP [3] will not work. The assignment of addresses needs to be automatic. There are two existing technologies being developed within the Internet Engineering Task Force (IETF) that can be leveraged to implement this: IPv6 [3] stateless address configuration and zero configuration networking [3] .
IPv6 provides a mechanism for obtaining a unique address with or without the help of a router (stateless autoconfiguration). This address is derived from the low-level medium access control (MAC) address encoded in most network interface cards or is randomly generated, a technique made feasible by the 128-bit IPv6 address space. In the IPv6 model it is also natural to have a changing set of addresses associated with an interface, which is useful when a node is part of several different spontaneous (and nonspontaneous) networks. For these and other reasons, IPv6 is widely expected to play a key role in the development of many aspects of the global wireless network.
The Zeroconf Working Group is also studying the problem of enabling networks that do not require any configuration or administration. The group's charter includes interface configuration, naming, service location (see below), and multicast address allocation. Unlike ad hoc networks, zero configuration networks are defined as including at most one router (i.e., a star topology). Moreover, many zeroconf environments are envisioned as somewhat static networks, in which configuration results in a well-known, relatively steady state.
Because ad hoc environments are not administered, applications and nodes cannot assume they know which services are available and where they are hosted. This service location information has to be obtained at runtime. Both SLPv2 [3] and Jini [6] define decentralized service location mechanisms without relying on servers to store information about what services are available where.
However, service location protocols are not sufficient to enable network services in a spontaneous networking environment. Service management in a decentralized environment also requires mechanisms to decide which nodes should host services, to determine how a service's initial configuration and databases are initialized, and to ensure a service's availability and database consistency in the face of partitions and merges.
SECURITY
Security as implemented in a conventional network relies on central servers to certify parties that want to communicate to each other. This cannot be the case in a spontaneous network.
Authentication in the spontaneous network can leverage the fact that the network is created by people, who inherently implement complex trust models while interacting with each other. This means that a security association can be initiated using "first person" authentication, as in the example above. We anticipate that this principle can be extended to support larger and more complex situations.
Another example of a security model that initializes security associations via close physical contact is the "resurrecting duckling" [7] system, in which simple devices are imprinted with an association to another device.
PEER-TO-PEER OPERATION
There is a substantial body of work on mobile computing environments that support disconnected or weakly connected access to a file system [4] or other system services [8] . Most work in this area has emphasized support for individual users who are disconnected from or have only intermittent or low-bandwidth connectivity to their home infrastructure. Techniques are generally based on optimistic concurrency, using tentative updates that are committed when they have been confirmed at a "primary" server.
A more general case of disconnected operation uses a peer-to-peer model, as in the support for weakly replicated objects found in [9] . Multiple servers can maintain replicas of the same object, and writes can be made to any available replica. As with disconnected operation, changes are tentative until they have been committed at the primary server. This additional complexity leads to a requirement for strong ordering semantics between secondary servers, such as gossiping [9] or group communication [10] . These techniques may not be feasible in an ad hoc environment in which the node and server population cannot be determined in advance and from which primary or secondary servers can disappear from the network forever.
JetFile [11] is a distributed file system largely based on peer-to-peer communication. Nodes share data with each other without going through any central server. The function that is not delegated to the participating nodes is keeping track of the latest version of each file. Since everybody should have the same notion of version number, those are handed out by a server.
CONCLUSION
We define a spontaneous network as a smallscale ad hoc network intended to support a collaborative application. In such a network, the human behaviors associated with collaboration can be leveraged in order to create the administrative infrastructure needed to secure the network and configure services. We explore some of the unique challenges that need to be faced in building such environments and discuss some relevant technologies that can be used to further 
